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Software Subcontruct Requirement check list

vy Rk

No. | Category _ Item _ Check point _ Answer and Evidence (Pre) Comments
REEDEREIBRABEINTNSH, SO R CHEBRIEE L TUVEDERERE, VAR YT SN TV THEHTLHERTEDLIITHoTNS D & 7 DRMEE D BRI
[SDOVWTH#ZE R T DB L FLEHRERET DM RESTLDD,
Do you manage unresolved requirements ?
GE-01 £ Do you have a list of requirements that you have not yet decided on at the moment so that anyone can check it?
General Do you have a person in charge of reviewing the specifications for each pending requirements specification and have a deadline for
determining the specifications?
HRAET RERRORFINEREFETHEITH->TULDD RO FAINEITIETENT RSHEORFNENERTRICEHIN TS, T, TORIEFZEBIZ L, BEHBEOFIA. =
BHRORHE)AEEMICEHEINTO DD, HICHSLFASNIEEFORHIZDVTRESHTINDD,
Are the standards and regulations that the product should comply with
GE-02 EXZ clear in the requirements specification? Do the required specifications include the standards, regulations, etc. to be followed in the market where the product is used ?
General Whether the guarantee method (eg, use of accreditation body, submission of test results, etc.) is specifically described ?
In particular, are there any country—specific regulations in which the product is used ?
HEHNE-TAESHEEGTEREFREICEENICHEHIN TS HREEHICOVWTIIERMAEROEBR T TG AR E ML ERABEREFREICHED. BIRITUTOLSILHREES
2D\ T D BRI RBRAEREREICEEHESNTLDD,
Are the performance requirements to be met by the product quantitatively [1) BIERENESE (BEMLEBIFRECERTEIREEE)
described in the requirement specifications ? 2) IGEMREDRIEME (REHEZEXXPLURNET S, HEDREBDORE)
3) BEERAMNTRELERNEBY (REBELLY—ERREATREA R K ERLD
4) FBORAER (RREELS. BI#FZORKEREBORRORFEREH)
As for performance requirements, is there a qualitative description in the requirements specification as well as a description of the
GE-03 2K qualitative requirements ?
General For example, is the specific description of the following performance requirements described in the requirement specifications?
1) Highest communication speed (maximum speed achievable in an ideal operating environment)
2) Response performance minimum value (The minimum required value such as response time shall be less than XX seconds)
3) Maximum configuration for normal operation (station devices can provide service but have maximum number of connections)
4) Maximum configuration of peripheral devices (for terminal devices, maximum number of peripheral devices connected and maximum
number of simultaneous use)
EENEAHRAENDE D RATLDGROLDFALGEREREEREFEIC | EENEAHRAATHRAT DV RATLNLROONSEHDT=O DERAORE SOV TEREREICBHEICERSN TS,
BkpIcRHShTL S M) 1) BHRBMOVINN—DaL TUTREERE | VAT LAEKREDEENDEUEELZDAP—TT—R
2) SATLDERBRELDBEEREE O/ —T1—R
Are the special requirements required from the system in which the device [3) EBNDEABDEZEREICDVTOURTLED E#EMKEEL/2—T1—R
is incorporated specifically described in the requirements specification ?
Are the requirements and specifications clearly stated in the requirements and specifications for the connection required from the
GE-04 ES system used by the device ?
General For example, do you have the following statement ?
1) Functions that require linkage with the entire system, such as alarm notification and software upgrade functions, and their interfaces
2) Link function and interface with system monitoring function
3) Coordination function and interface with the system for various settings at the time of installation of the device
H#RMHNBRELS S ERNARICEREEEISENANTLSD EBEOERTHFELTHEBCBN—Cav 0EBEOEBREABELEES BERARCEEREICOVTOERINEHIN TS
Mo BIZIE LTOESICEBREDERIBEREICEHINTLSED,
If compatibility is required, is the definition clearly stated in the 1) B EHM (EBEZI/N—CavDEBLEBEEMZ TH VAT LADHRTLEO TRIL LT Z AN EMNLY)
requirements specification ? 2) L E M FI/A—2a0 OEBENESTVEEEH M. S AT LRIDEELED TRIZEN DIBENBLE)
3) MRt (RICARICHER DML EH>TLSD ., FRAAZLEDTERNIRE)
If requirements for a device require compatibility with other devices or devices of previous versions, does the requirement include a
GE-05| E* definition of compatibility ?
General For example, is the definition of compatibility clearly stated as follows:
1) Fully compatible (If you replace the device with a previous version of the device, there is no need to change anything, including
system settings)
2) Upward compatibility (functions that previous versions of devices had, but some modifications are required, including system
settings)
3) Functional compatibility (functions that can be used for the same purpose but need to be changed including usage)
HEEGHEZEZ T ONRERIERERECTHEILLZSTVSS, (B (REOEREFRLLTHEEGENLELS S, EREEZRATHEAICOVTEREFZECEFRMICERSA T SD. HIZE,
EL5E) BT OLSCABH BRSBTS
1) EGEEORIANDELEGRFOREE - HBOHMA—N, BX, J7—LIVIT7O/N—D3v %)
Are the target devices for which interoperability is to be clarified in the 2) EHHEOEREITIFODORERE (EHEAFLUNOEGES . BEERFLOBERE %)
requirement specifications ? (if needed) 3) EMMEOHRETS-OOREIER GEEERATORAERE, BEERTOMARDR. EBRO0E %)
When interoperability is required as a requirement specification of the device, is the scope of guaranteeing connectivity specifically
20k described in the requirement specification ?
GE-06 General For example, is the content clearly described as follows.

1) Details of the connected device / device that requires connectivity guarantee (maker, model, firmware version etc.)

2) Test environment for checking connectivity (connected devices other than connection partners, communication paths with
connection partners, etc.)

3) Test items to check connectivity (function check in normal operation, performance check in normal operation, processing at startup,
etc.)




RE-01

B
Reliability

ERREACOREREICONT, EEELTORISHHNEREREIC
BREICRBEENTLDH,

Regarding the recovery function from abnormal condition, is the response
policy as the device clearly described in the requirement specifications ?

NG TYTEQEANGHECEENRELIIBEDOAEAZOAHNEREFICEBRIATOED, FIZIELUTOLIZEE
HEITODVTOAEHBEDN TS,

1) BEEDELEEBEESAMRELT) M EDFATHEEEEZT S

2) EEDBLEFEBEENRELTEZTOREBERFL. ARL—EN AICKIAECREOLBEED

3) WHEDFEULZEBBH BN RHLI-S. TELRYDAERFRENITICEEL T, ZOREEMIFTS

Is the policy of recovery method described in the requirements specification if an error occurs in the basic functions such as hangup ?
For example, is there a policy on recovery methods such as the following ?

1) The device detects the stop of function and recovers itself by the reset method

2) Even if the device itself detects a stop of function, it maintains that state, and waits for investigation and recovery treatment by
operator intervention

3) When the device itself detects that the function has stopped, record as much investigation information as possible internally and
maintain that state

RE-02

s
Reliability

N—=ROITDI+vFRVIRBEZER T S5EICEL. TOHEREERL
KREICHEICRREINTLDD (BEGIHE)

When the hardware watchdog function is installed, is the specification
clearly described in the requirement specification (if necessary) ?

N—FIITIZ&BVAVFRIIBRERET 515812, LTO LI+ yFRUIBEED EAMAARNERTHREICEHSATY
5h
1) EBONTTYTERET 220D/ \—rE—MES (M
2) N—rE—MEBSDERBHENL T T YT OREFZ BEROEROC/ A XBETILIDAR %)
3) VAYFRYIICKBEIE DR IEEZETH
a) CPUDAH D)t yk (CPU MY IRII7ICEET B/ \0J #REIEATHE)
b) AALSIEET vk (RBLSIO 77— LISERT %/ \0 5 L EIETEE)
o) EIREEDYvh (LSS DHRERED/ N\ 7y THEEREE)
d) £IFLAEDER Off/On (VIFIS—IZKDREBEEREDSVF 7y T HLEETEE)

When the hardware watchdog function is installed, do the following specifications of the watchdog function be described in the
requirement specifications ?
1) What is the heartbeat signal to detect device hangup
2) Monitoring method of heartbeat signal monitoring method and hangup detection method (time, frequency, noise removal filter method,
etc.)
3) How far is the scope of recovery by watchdog

a) CPU only reset (can recover from hangs caused by CPU software)

b) Reset including peripheral LSI (A hang due to the farm of peripheral LSI can also be recovered)

c) Reset the entire board (can recover from hangups in logic circuits other than LSI)

d) Powering off / on of the whole board (It is also possible to recover latch-up with logic meeting due to soft error)

RE-03

B
Reliability

VIRIITISOAYFRVOBBEE R R T 25 A ICII T EREHREIC
BREICREBEINTVDA (BEGIES)

If the software is equipped with a watchdog function, is the specification
clearly described in the required specification (if necessary)?

VYIRIITIZOAYFRYOBEEERE T B E(C. UTOLSITHEDBEARMGERENERERZ(CHRE SN TS,
1) OSOMEMAN T LTS EERE T S#EEFEELN\—FEBSEELTLYINMERHLTEET S
“OSDARG AL UFHREE/N—FE—MEBELTN—FR DY+ Y FRY Y EIKICIRHT S
(VAXPEREGHRTETOSOBENBZLLIRENSDEEHATEE)
2) VIMITT7DEFEMEED/N\V T BREEEEREEZBAAD
CEELOHEEICOVTONVTRHEERZEL, NV BRESALEY I AEBESLTEET S
(ABYPAYE—THEDOSERIEBICKD/N\VT OO REIEI ATHE)
3) VIR IT7 DHEEEIZ/N\VT DREERIENEEZBAHAD
BROBIZNDTREHEEEREL BEDARIBNV T LIZGRIZIEZTDERI DA BRET S
(BRIRDIREBIED NI TV T KD EEE L Z O REC R EF B ST ICEIE T EE)

If the software is equipped with a watchdog function, is the specific specification of the function described in the requirement
specification as follows:
1) Implement a function to detect that the OS processing is hung, and restart all software in cooperation with the hardware circuit to
recover
= Provides the task switch function of the OS as a hard beat signal to the hardware watchdog circuit
(It is possible to recover from the state where the OS operation is stopped due to noise or abnormal instruction execution, etc.)
2) Incorporate hang detection and recovery process of major software functions
- Implement hang detection for key features and restart the entire software where the hang was detected to recover
(Can recover from hangs due to OS resource exhaustion such as memory and messages)
3) Incorporate hang detection and recovery for each software function
- Implement hang detection function for each task, and when a specific task hangs, restart only that task
(A hangup of a state transition in a task can be recovered without affecting the other functions.)

RE-04

B
Reliability

I7—LVUITE2ERT H5E . ARIEEREFRZCHECTEHI T
h. BEGIHE)

When duplicating firmware, is the specification clearly described in the
requirement specification ? (if needed)

BREMREHRIET H-OFROMDERENBTZ2E LT HEREBRNESBEICE, HRFEEREFEICEEMISE RSN TS, Bl
ZIE AT OESBEENBEREFEISEREHEIATOSD,

1) 2ELETHMEE (O —tA—4  RTTOTSL, EEHRE )

2) 2L LI SBE DB RABE (T OTAT/RAV A XENYI 7T BEE—F/BREF %)

3) BENESIEEORISHE RETVER | RERLHBEE. HRER. %)

If there is a requirement specification that duplicates the recorded contents of FROM (to enhance robustness) , is the specification
described specifically in the requirement specification?

1) Areas to be duplicated (boot loader, execution program, various settings, etc.)

2) Operation method of 2 areas (active/standby, alternate backup, normal mode/emergency mode etc.)

3) How to respond when an error occurs (region switching, failure region reconstruction, degraded operation, etc.)

AV-01

A At
Auvailability

RELCERBRB T SBMICOVTERHGEEASEREEEISRLTS
M. (BEGIGE)

Are specific specifications shown in the requirement specifications for
stable and continuous operation times ? (if needed)

ZEQOREVAICEOSNT, RELTERERB T 5F /RIS SBEBIMAZERAFEICEANISEHESN TS, HIZE RE
BEEEELTUTOLIGERLHDHH,

- 2485 365 B REL TERRE T HF (BRFATIREDNES)

248508 0OHZEL CEHRRETHF (A 1EBESHTIATLE)

-24B5f RELTERRE T HF FABICOAEREANFRART TEREVDIEES)

Are the operation specifications for which stable and continuous operation is guaranteed based on the usage of the equipment
specifically described in the requirement specifications ?

For example, is the following description of stable operating time ?

* 24 hours 365 days stable and continuous operation (in the case of a device used at all times)

* 24 hours 90 days stable and continuous operation (such as a system that restarts once a month)

- A stable and continuous operation for 24 hours (such as a device that turns on the power only at the time of use and shuts off the
power at the end of use)




RFBLEDHFBREIODVTEANTHERNEREHREIRLTHED.

RFDF-OIEBOEEFLEZHATHBEICE. R T HAHBI OV TEIETHEPEECTIETNBDO &SI, BREREICHEE

(BERHR) EERMNEARMICEHE SN TLSD,
AV-02 At ) S o ) _— . . . . ) . - i _—
Availability Are specific specifications given in the requirement specifications for the When allowing equipment outages for maintenance, is the frequency and time specifically described in the required specifications, such
tolerance for maintenance stop? (if needed) as once an hour or once a year for the permitted period? .
BRENSDEERBIEERNGEHENERIREICRLTHSD . |[BEBICETIHHEIT 100U TLREEREFEIERBICEHINTLSD, ARL—ENADEECEEEENIHZE THEDIC
EFLRENEL>THLRWNMGAE., AL OBEAERLEHEZIREH I TLDD,
; Are specific specifications shown in the requirements specifications for
AV-03 EI,FE & recovery time from abnormal conditions? In the case of operator intervention or in the case of self-healing, if it is acceptable to change the time required for restart, do the
Auvailability L . . X . e e
individual times described in the requirement specifications ?
SEOHEREICOVTOERMGERABEREREITRLTHIN (WE |[VINIITDOEFLEDHETHEEFLRT AN BERERICEISE . RETIGEENERTHRECEAWITRLTHSH .
TIER) LUILEMENFERIZEICIE, FETHIBNHAMEICRLTHEN . BIZE UTOLILEBRNEREHEICENMN TS,
) MERADEFEXXEREYVTEDTT DN—T32 T T IS HREEBMATES
Are there any specific specifications for future extensibility in the 2) JFRDBEREBM D=1, =2 BOTOY S5 LERERMEEICXXMByte NDZEZEMHEBRTS
requirements specifications (if necessary)? 3) fERDHEEBIMDI=D(Z, —BRIBEDAT)EHDEEE XX% U LHERTS
4) FROBEEBMDT=0IZ, BEERFFOCPUNFIAEE CChUATET D
If the requirement specification has a function that extends the function by a method such as software update, is the required
AV-04 o Atk extensibility specifically indicated in the requirement specification ?
Availability If extensibility is not needed, is it clearly indicated that it is not needed ?
For example, is the following description written in the requirements specification ?
1) The function can be added by upgrading the software version for XX years after shipment of the first product
2) Secure XXMByte free space in the program storage area of secondary storage for future function addition
3) Allocate at least XX% of free space in temporary memory area for future function addition
4) Set the CPU utilization during normal operation to CC% or less for future function additions
RTFBEECOVDTOERFHNEREFEICHEICEH SN TSN BICEHTHRTFEEIOVDTEREFREICHREICEREINTLSD, FIZE UTOLSGEHROTERAHLD
1) =RE AL EfRE R, =R FW VerUp HHe LEDERRTHIEDHTE
Are the basic policies for maintenance functions clearly described in the 2) IS5—04 | 2TEFAN—ROY . $EREQS %@nﬂﬁﬁﬁ Oy HsEED HE
requirements specifications ? 3) Core Dumpe®f & DH—RILAND T /AT TERD ST EFHE e H &
4) CodeDump°T5—R%5 EDUREEEEIERD B EDEE
BFiE Is the requirement specification clearly described the maintenance function to be installed in the device ?
SA-01 For example, is there a description of the following specifications?

Serviceability

1) Remote maintenance function such as remote monitoring function, remote restart function, remote FW VerUp function

2) Presence or absence of investigation log function such as error log, execution location trace log, operation status log, etc.
3) With or without the ability to record kernel debugging information such as Core Dumpe

4) Whether the collection function such as CodeDump or error log or collection method of information

SA-02

fRF1E

Serviceability

07 QABPREREITDOVTEREFREICEARMICERNRLTHS
o WEFHE)

Are the specifications specifically shown in the requirement specifications
for log contents and collection methods? (if needed)

AERADOOTEEZREEH T EEICE. OV BRI DL TOEERAEAMICEREFZIZHERIN TS, HIZIE LTO LSRR
WMAEREHFTIZH DD

1) INETZATDEBENIU AT RUrRTH &)

2) IR&ET B0V OAB(TS—OJMERRHAIT D %)

3) OY DEREFIGFT (—BFEEERDAA U AEY £, ZREBEDFROMLES %)

4) OY OINE AL CRRIBETIE T HeD  BEERIIRL THOMEIRD %)

When installing a log function for investigation, is the specification about the log function specifically described in the requirement
specification ?

For example, do you have the following statement in the request source ?

1) Type of log to be collected (count log or event log, etc.)

2) Contents of logs to be collected (error log or operation record log, etc.)

3) Log recording location (on main memory for temporary recording, on FROM for secondary storage, etc.)

4) How to collect logs (whether it can be collected by remote control, or after collecting equipment, etc.)




SA-03

RFIE

Serviceability

VYINIIT D) —RAEDRFERITODVTERAHRZICEFRMIRLT
Hdh%

Are the specifics of the maintenance requirements after software release
indicated in the requirement specifications ?

YILDITE))—RALEZORFEBORNBOHB OB OV TEREFHZICEHBICERE I TS,
EENEERMICEHSNTLSD,
N YIrIIT7RFEBONE
a) MG TOMBERERORAELREREKEDRT
b) TG THRELIZMBEOX KMV ILDRAFELY)—X
o) I THREL-MBOREIRY IFDEESR K OTHISREBRE~DER
d) /NRIEGHEERER Y L ORAFKEY)—X
e) EAYIRPOSSEND/N—2av Ty T RERRAALYILDORAFKE ) —R
f) FfzCRRSNI-RBEICT DR ERRYIORFEE))—R
2) VIO I T RTFEB ORI
a) G (N\—FOI7) DRKRIZEBMSXERM
b) EXAR (NNTEEMRED) DV)—XBEMSXERH
c) MRDYIRIITFT DY) —AB M XERH
D VINITTRTEBOZITER
a) FIRRD VIR DT T —ADDSXXER T EE
b) B|EHMZBEN L XEEZNTHEDORTEZNEMIETHE
o) BEDORFEHNDERTABEDEM

BIZIE UTFDLS%

Are the requirements, specifications, etc clearly stated about the content, period and price of maintenance work after releasing the
software ?
For example, are the following items specifically described ?
1) Contents of software maintenance work
A) Investigate market problems and present workarounds
B) Development and release of fixed version software for problems occurring in the market
C) Development of fixed edition software products in stock and ready—to—market products for problems encountered in the market
D) Development and release of small functional improvement software
E) Development and release of purchased software and software incorporating upgraded version such as 0SS
F) Development and release of anti-virus software for newly discovered vulnerabilities
2) Provision period of software maintenance work
a) X years from the date of final provision of the product (hardware)
b) X years from the release date of the official version (including bug fix version)
c) From the release date of the first software version for X years
3) Outsourced expenses for software maintenance work
a) No charge for XX years from the first software release
b) It is possible to conclude a fee-based maintenance contract with an X-year contract after the free period
¢) Conditions for termination of the paid maintenance contract

SA-04

fRF1E

Serviceability

YIRIITV)—REDORFEFIOVT, EREDR AP EREKEITE
LTHBh,

Are the demarcation points shown in the requirement specifications for
maintenance work after software release ?

TIBECTAREENRELBEDOEUHERALLOTEF R AT EXREHREICERNICERH SN TLSD,
ErRAMNRBESA TS,

1) BEER/AN—RYII7 RevX [HEHEHLI-ERIRYINIIT Ver Y THIRT DE

2) AERN—FII7 RevX ITHBHLI-ABRYINIIT VerY THRTZSE

) BHRRELLT, LUDEREBLTUOEGEBEXXXETEE

4) BRMEOEVBBEICTO TR XXEOBREATTEBROFELYINT 55

BIZIE UTDLSUE

Are the division points of responsibility between the Company and the consignee in the event of a failure in the market specifically
described in the required specifications ?

For example, are the following demarcation points stated ?

1) Reproduction with the official version software Ver Y installed on the production version hardware RevX

2) Reproduce with the investigation software VerY installed on the investigation hardware RevX

3) Let XXX be the upper connection device and the lower connection device as the reproduction environment.

4) In the problem of low reproducibility, it is necessary to judge the presence or absence of reproduction by XXX reproduction trials.

SA-05

RSFIE

Serviceability

VIO IT7 QERRISH AR EREE X EREHETHBRICRE#HS
nTLEH,

Are security liability for software bribery clearly stated in the requirements
specification ?

MBRSNTF-VINIITICBRIE A H-oT-5HE OBREIBEROFEEIZ DT, EREHFF I ZHNEICERNICERSIATLSS, fiz
[FLUTOESHEE FREHBINTLDH,

1 BRMERELI-VILDITT DR

2) BIEICKY AU DR EERMGHE IS0 HEEE

3) BERALZV I ITERERISEAT 510 DEXER

4 BMERELVIFIITERSTREL TV A RAITRRT5-ODEXER

Are the requirements specified or the contract specifically described about the scope of collateral when there is a defect in the
delivered software ?

For example, are the following items described ?

1) Providing software from which wrinkles have been removed

2) Compensation for direct damage suffered by the Company due to bribery

3) Operation cost for applying software with stock removed to the stock

4) Work cost to provide the software that has removed soot to the products running on the market

SE-01

t¥a)Tq
Security

XA TR ROERFH N BEREFREZICHEISTEH SN TLEA,

Are the basic policies for security measures clearly described in the
requirements specifications ?

XTI T EERABRIEERERZICERMICERHINTLSD, BIZIELUTOISHBEENENTHSH,
1) 2SN TO S OMEIIEERICH T 5 LEEHETS

2) RAFEOBEAOIEIHEFRBINEL T, ML EROH LRETEITS

3) MESBMEREEY — L OSBRI Y —ERIZEKDE=ZFICKERIT FORBRIIETS

4) RADMEBHEICH T 21=d X1 7a—T12 I %175

Are security requirements specifically described in the requirements specifications ?

For example, do you have the following items ?

1) Conduct a desktop review of publicly known known vulnerability information

2) Also collect undisclosed known vulnerability information and conduct a desk—based review of countermeasures.

3) Perform actual machine verification such as verification by a third party with vulnerability verification tool or vulnerability verification
service

4) Secure coding to deal with unknown vulnerabilities




SE-02

tHFa)Ta
Security

EEA D55 BERD AF HiE OB E OV TEREHREICEFMIC
TLTHAM . BELTIHE)

Does the requirement specification specifically indicate how to obtain
known vulnerability information and how to respond? (if needed)

BRRY I IITE))—RT BB ATAFARELBRHMORBERROINES ZEM R ETEREFSIERNICERLTHS
e FIZIE, LTOLSHEERAHEM

1) R TR ICARSNEBBIEC OV TORBROEE KD AL (JWN T—EAR—XDEFRE)

2) BEAZA—RRICIER ARDBBHEEIC OV TOFROINE LT KD % (JPCERTH DR LAFBERDAFE)

3) RADIESHEHE ISR T BRI (X1 TAT AN —ILIZEDBHBITCEF ) TR —ERDFRE)

R RAFDOEBHIERORE - BRANDEER FITOVWTEREHREZICEARMICEHSN TS,

Are the methods for collecting known vulnerability information available at the time of releasing the product version software and the
countermeasure method specifically described in the requirement specifications ?

For example, do you have the following statement

1) How to collect information about known and publicly disclosed vulnerabilities and take measures (eg search of JVN database)

2) How to collect information about known but generally undisclosed vulnerabilities and take measures (eg, obtain undisclosed
information from JPCERT)

3) Verification against unknown vulnerabilities (in—house verification by security test tool, use of security confirmation service, etc.)

= Are there any specific requirements, such as confirmation, necessity of collection and confirmation of undisclosed vulnerability
information, etc.

SE-03

t¥alTa
Security

TF TR RELTHRBIERIEY — LR BRIV —EREERT S
SEEARMITHERNRLTHE D, (BERIFE)

When requesting a vulnerability verification tool or vulnerability verification
service as a security measure, is the specification specified ? (if needed)

BHEDHEBEREY—IILOFAEZERLY  BHOEF 1) TAREY —EXADFAZERLIZYTHIBEICIE, V—ILOBIEY—E
ADEBFFORUA L FIAT HHEE FICOVTERLEHEICERMICEHINTLSD,

When requesting the use of a specific vulnerability verification tool or requesting the use of a special security verification service,
specify the specifics of the name of the tool or verification service, the vendor name, the function to be used, etc. in the requirement
specification. Is it described in ?

IN-01

RUREH

Inspection

BNEHICTOZ I REERIAT 2EHORENEREIN TS,

Does the acceptance condition describe the submission of materials that
guarantee product quality ?

YIrDITHBBELTOSVFRBEEF LTV DR ERRA TEDERNBREFEOMBMITETENTLDD,
BEMSERGEIRELTMRBDYZAMNIESIN TSN,

1) TANTEE, TANREREE (TAMES OERFRHS)

2) TAMRRBMEE (TRANTRELE/AY DR, BIEFH DAY DR, BT DLk

3) IO Y RBEEE AT HAN AN BRELEEE (RBRBE. NTBE. NTBEX %)

BRI ATFDELS

Are the materials that can confirm that the software meets the required product quality are included in the delivery of the requirements
specification ?

For example, are the following materials listed in the list of deliverables as requirements specifications ?

1) Test plan, test implementation report (test progress progress records, etc.)

2) Test result report (Record of bugs detected in test, Log of fixed bugs, Log of remaining bugs)

3) Target values and actual values of metrics for measuring product quality (test density, bug density, bug correction rate, etc.)

IN-02

RIS

Inspection

BREHICTOERRBEOEFRBEER RSN TV (BERIFE)

ERGEHICTOERREDEELHSEHS. VIV IT7DRARNBELTOCRAREZE L TRESN-BERATETLER M
RPISEFRTVSA, FIZIE UTFOLSUERSBEREFELTHEMOUYRMNIENN TS,

1) BARBEBHESE, [HLEL—FEE. 3—FLE2—FEE

2) RETLEA—BE /. 2—FLEL—BERH

3) WMETR DT — O REREHF (7 — IO RHEREBOESR F)

4) TR GEEHAT DA IR0 BIRELEBFE (R LEL—BE. O—FLEA—BE %)

IN-03

RUREH

Inspection

FANCHEREINE=TRESEROEEEMANTOEEREICDOLNTEAREIC
o TS h,

Are you clear about how to manage the defect information found in the test
and how to share it internally ?

TANCROMSEFEEICHT HFEROEELHATOREREFOA ROV TEREHEEICEFMICERH I TLSD,
[E UTOLSHIER (ERBENTDH,

D BRHSNEFESEERLTEET ST ANOEE FEETANIEN D AT LTANAES %)

2) BHRINETEAOEBOMLMA NI SvF VTV RT LA EXCELO &S —ERM %)

3) ERDFEEDEERSEGE. [, FETHH. BT HEIHLTION %)

Bz

Does the requirement specification specifically describe how to manage information about defects found in the test and how to share
information internally ?

For example, are the following items described ?

1) A range of tests to register and manage detected defects (whether combined test or system test, etc.)

2) Mechanism of management of registered defects (bug tracking system or a list like EXCEL etc)

3) How to manage the individual defects (who, when, what, what do you do, who makes the termination decision, etc.)

IN-04

eSS

Inspection

TANTRERSNE=TEAEREETHRICRESN SN,

Are all defect information found in the test provided to us ?

;‘—LZFG‘E’.)#\U FERAELTREFSNEERE. BEFAOYLREEDYI L TEHHEAFTTIENEREKRECEAMICERS
TLah,

Are information specified as defects found in the test specifically described in the requirement specification that all corrected and
uncorrected items are shared with the Company?

TR-01

BAREE
Tracking

HAREEOAHITHAREICL-TLSED, (BRELRIBE)

Is the policy of development management clear ? (if needed)

FREE(RHEE, EHEE, REEE F)OEEAXE. FRXROFEEZERTIONIAUNCOBERICEHLETEELTEL
SOh, BEREHREICEAMICEHSNTOSD,

Are management methods for development management (requirement management, progress management, quality control, etc.)
specified in the requirement specifications, whether the method of outsourcing is adopted or whether it is managed according to the
request from our company ? .

TR-02

BAREE
Tracking

RRERRICEHLE-BULHRREEFENBRMICEHINTOSD,
(LETIHE)

Are appropriate development management methods tailored to the scale of
development specifically described? (if needed)

BERABFOEBEBICHEEENEDSES. BULRREEOAENENMTLSL, HAREEOAETHARRECHREIELETEOA
HICKYRBELEHENEDLSLIN, SEORETRATIAREEDFELTOFZZHRATIEHIEEANICESHIATLSD, FI
ZEUTOEILBENENNTINSA,

1) WBS (Work Breakdoewn Structure)|Z&HBAH E I (LLEA/NEBIIEAS)

2) FEF—LDHB|EF— LREEIZKIBREAN) VR DK EE (LEMIRIRELFRF) .

3) FAy R T RS (HEEEB DIk ERA )

If there is development management in the item of requirement specification, is the appropriate development management method
written ?
The method of development management changes depending on the scale of development and the number of people in charge of
development, but is the method of development management adopted in this development and the reason for adopting that method
specifically described ?
For example, are the following things written ?

1) Development management by WBS (Work Breakdoewn Structure) (relatively small scale development)

2) Development management by division of development team and collaboration between teams and development by metrics
(relatively large scale development),

3) Ticket driven development (derivative development with additional functions)




TR-03

FRRER
Tracking

FRREEICFATHAN VXD BEITL->TLSD, (BWETHR)

Are the metrics used for development management clear ? (if needed)

#Hit, BE. TAN ORBRBETOTOLRARECTOXIMREDRREE=L) 0T THAN IR FERTHEITRHEINTLDD,
BARDANDRIZDOVTLUTOLIBIER FRESTLNDD,

1) BiZ{E

2) EAEME (RFEMBOMHER S ELHEZRER)

3) EHEMD BFRENLDEEDEREBEIET Va0 DEREL

Are the metrics that monitor the status of process quality and product quality at each stage of design, implementation, and testing
described in the requirement specifications ?

Are the following items fixed for each metric ?

1) Target value

2) Actual value (How to confirm actual value and interval)

3) Monitoring of deviations from actual target values and implementation of corrective actions




